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What is Nivola?

Nivola is a completely open source cloud computing platform that simplifies the use of services by public administration and enterprises. Nivola is implemented by CSI Piemonte and provides computing power, storage, network and database and much more. The aim is to offer each customer complete autonomy in creating their own information system and migrating applications, in complete security. The services are easily scalable, with no licence fees or hardware management costs. Each customer can therefore independently create their own information system, paying for it solely on the basis of usage, through systems that measure actual consumption.


100% Open Source

Nivola is an open source platform owned by the public administration, which controls its evolution and can plan future developments. This freedom from market technologies guarantees the stability needed to build a state-of-the-art IT system without incurring additional investment due to technological lock-ins. At the heart of Nivola’s development is OpenStack, a set of open source software tools for creating and managing cloud computing services, according to the Infrastructure as a Service (IaaS) model. Born from a NASA and Rackspace project, OpenStack is now the result of the collaboration of thousands of developers. More than 60,000 members and over 600 companies from more than 180 countries participate in the community. Nivola extends the basic functionalities of OpenStack with specific services and processes for PA and enterprises and the code is released to the open source community under the GPL v3 licence, involving the research world and the administrations themselves interested in supporting its development.




A world of simple and customisable services

Nivola simplifies the adoption, access and use of new application services in the cloud, regardless of the sourcing model chosen by the administration, be it internal development, acquisition from the market or reuse by another administration. The customer has at his disposal a wide catalogue of services easily adaptable to his needs, exposed through Application Program Interfaces (API), a uniform set of functionalities accessible via software.
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Basic concepts


Availability zones

These are the geographical areas where the data centres of public cloud service providers reside. Corporate customers choose one or more Availability Zones for their services according to their business needs. Availability Zones are availability zones made up of independent, isolated infrastructures hosted within the CSI Piemonte data centres. When creating their services, it is possible to choose the Availability Zone according to specific geographic distribution needs while maintaining high reliability.

[image: ../../_images/Availability-zones.png]



The organisational structure

Within Nivola it will be possible to model an organisational structure on three levels so as to allow the allocation of responsibilities and management of services according to a precise hierarchy. In the Account, the infrastructure will be set up to meet the necessary technological and security requirements. The Division is entrusted with the task of controlling the consumption of the resources of the Accounts, which it will be able to create autonomously. The top of the structure is the Organisation, which will have a complete vision of the use of the platform, with the possibility of adapting it to the Divisions and Accounts.

The organisational structure is the hierarchical subdivision that allows customisation of services, access or settings for different groups of users or devices. In the Nivola platform the organisational structure is divided into 3 levels:


	Organisation: it is hierarchically the highest organisational entity and may coincide with the name of the client e.g. “Regione Piemonte”, “Csi Piemonte” and so on. In the platform, resources are available to various organisations, which are however logically completely separate and independent;;


	Division: : is the second organisational level. An organisation may have several divisions. The concept of Division therefore represents a logical subdivision of the Organisation, and may therefore reflect a territorial, organisational or business type division; furthermore, each Division controls the resources and consumption of each Account within the Division”;


	Account: is the last organisational level and depends on the Division. A Division contains one or more Accounts. The Account is the organisational level within which the user can create, control and manage their services. “It is possible to create multiple accounts for the purpose of separating different projects, or to distinguish development environments from production environments, or to divide consumption reporting.




[image: ../../_images/struttura-org.png]
Note that all resources and services can only be associated at Account level. It is not possible to associate services with Divisions or Organisations. The Account is therefore the container in which all user services are implemented and made available. The management of user resources will therefore take place at Account level with roles enabled to operate at this level.

[image: ../../_images/Org-ruoli.png]



Users, Roles and Account

Several roles can be distinguished within the platform, which are related to the defined organisational structure. Each role can correspond to at least one user, and therefore at least one natural person performing that function. A person registered on the system can be associated with several roles even on different organisational structures. For example, a user may have different roles on accounts in different divisions.

To date, the following user roles are implemented within the system.

Organisation Master: this role represents users who can carry out administrative functions within the organisation, such as the creation of divisions and accounts within the organisation; it can also profile users to make them operational within its structure and possibly register users not yet present on the platform. The Organisation Master can monitor the costs and status of resources at all levels of his organisation (divisions and accounts) and view the related reports. However, he does not have access to the management functions (create/edit/delete) of the resources associated with the accounts of his organisation.

Division Master: this role represents users who can perform administrative functions within the Division, such as the creation of accounts within their division; they can also profile users to make them operational within their structure and possibly register users not yet present on the platform. The Organisation Master can monitor the costs and status of resources at all levels of his organisational structure (accounts) and view the related reports. However, he does not have access to the management functions (create/edit/delete) of the resources associated with the accounts of his division.

Back Office Administrator: user who, within the system, has privileges over BackOffice functions (registration of new Users, Accreditation, creation of organisational levels) and monitoring of costs and platform status. The BackOffice Administrator can profile users with roles at any level of the organisational structure. He can also access aggregated cost and consumption reports at any level. The role is usually associated to users of Csi Piemonte management and support groups.

Account Master: user who can manage all resources within the account, over which he therefore has maximum privileges. The Account Master can therefore create/delete/edit resources, he can also manage resources created by other users in the account. The account master can view and access cost and consumption reports for his account. The Account Master can register new users within his account and can profile or revoke users who have already been granted access.

Account Viewer: user who can view all resources within the Account, but does not have edit/delete privileges. The Account Viewer can therefore view the list of services active on the Account, and can view their details, but cannot activate new services or change their status. The Account Viewer can view and access reports of aggregate costs and consumption for the Account. The Account Viewer cannot register new users on the platform and cannot profile other users for access.

The phase of introducing a new user is as follows: a master, within the limits of the privileges of his hierarchical level, can accredit a user registered on the platform by assigning him a role, thereby granting him permissions to perform certain functions which will place the new user in a certain group.

The same operation can be carried out and delegated to the Backoffice operator.

To sum up:


	An Organisation Master may accredit or revoke users within its own divisions or accounts.


	A Division Master may accredit or revoke users within his own accounts and division.


	An Account Master can  accredit or revoke users within their account.


	The Backoffice Administrator can accredit or revoke users at any level of the hierarchical structure
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Certifications and Compliance

For us, Security and Privacy are fundamental and so important that the development of the Nivola platform was conducted with three key aspects in mind:


	security


	organisation of the service


	reliability




Starting from these pillars, we have identified services, processes, organisation and IT solutions that fully comply with Italian and international regulations, in particular for cloud computing services and the data centres that host the Nivola Availability Zones, including connectivity at the Turin and Vercelli data centres. By applying these constraints we have obtained the most important certifications in the Cloud field, which make us compliant with the highest standards of security and reliability.

ISO 9001:2015

[image: ../../_images/iso_9001.png]
Certification ensures that our system provides for the systematic management of risks and opportunities, the constant monitoring of business processes to ensure quality standards, and the adherence to service times and costs in the context of


	design, implementation, interconnection, maintenance, training, management and operational management of automated information systems and of application, infrastructure and network information services;


	design and delivery of training interventions and training on the ICT services provided.




ISO 27001:2013

[image: ../../_images/iso_27001.png]
ISO/IEC 27001 is the only auditable and certifiable international standard that defines the requirements for an ISMS (Information Security Management System) and is designed to ensure the selection of appropriate and proportionate security controls. It is based on precise requirements to ensure security in the management of information and the handling of derived risks. The certification obtained by CSI Piemonte ensures that all cloud services available to customers are designed to guarantee maximum security in information management. The scope of certification includes the design, implementation, delivery and support of facility management services for Data Centres and cloud computing services.

ISO 27017:2015

[image: ../../_images/iso_27017.png]
ISO/IEC 27017 series of standards and defines advanced controls for both providers and customers of cloud services. It clarifies the roles and responsibilities of the different actors in the cloud with the aim of ensuring that data stored in cloud computing is safe and secure. The integration with ISO 27017 is therefore aimed at demonstrating CSI Piemonte’s ability to ensure data protection.

ISO 27018:2014

[image: ../../_images/iso_27018.png]
The Certification attests that the Nivola System complies with the directives on the protection of personal data and therefore the privacy of customers who entrust their information to a Cloud service.

The Code of Conduct for the Protection of Personally Identifiable Information (PII) in Public Cloud Services for Cloud Providers is a guideline for public cloud service providers who want to improve their management of personal data.

The objective of this standard is to provide a structured way, based on privacy by design, to address the main legal and contractual issues related to the management of personal data in distributed computing infrastructures following the public cloud model.
The specific countermeasures introduced by ISO 27018 are based on defined international privacy principles. These principles have been used to guide the design, development, implementation, monitoring and measurement of privacy policies and privacy controls in the cloud computing services offered by CSI Piemonte.

Integration with ISO 27018 is intended to demonstrate CSI Piemonte’s ability to ensure data protection.

ISO 20000-1:2018

[image: ../../_images/iso_20000.png]
The Certification demonstrates that CSI, as a Cloud Provider, implements all best practices to establish, implement, maintain and improve a service management system, a reference framework to support management in the lifecycle of cloud service delivery. The standard promotes the use of an integrated model of IT service management processes that corresponds to the ITIL® framework (IT Infrastructure Library), a standard adopted by CSI Piemonte since the early 2000s.

ISO 22301:2012

[image: ../../_images/csq_22301.png]
The Certification recognises the ability of CSI Piemonte in relation to the cloud services provided to put in place behaviours, recommendations, processes, technologies in order to ensure the resilience of the services provided in the face of events that may compromise customer services and the very ability to provide cloud services in continuity.

ISO 50001:2011

[image: ../../_images/iso_50001.png]
The Certification determines that our Energy Management System has been planned and implemented in compliance with energy legislation and is aimed at ensuring the energy efficiency of the production processes it promotes:


	energy saving and progressive reduction of waste;


	optimisation of current energy uses, in particular in the data centre and heating/air conditioning of buildings;


	evaluation of energy efficiency aspects in procurement processes




ANSI TIA 942 2017 Rating III

[image: ../../_images/tia_942.png]
The ability of our Data Center to guarantee the continuity of the services provided is guaranteed by the certificate obtained. Rating III demonstrates that the Data Centres hosting Nivola’s cloud services are equipped with highly reliable and resilient systems. All components are redundant, allowing any maintenance intervention without the need of service interruption. The minimum uptime guaranteed by Tier III is 99.98% on an annual basis.

AGID CSP qualification - PA Cloud

Accreditation as a Type C Cloud Service Provider qualified by AGID to provide cloud services to the Italian Public Administration allows customers to benefit from secure and reliable services. The qualification ensures that in providing our services we adopt all the standards required to offer digital services to the PA. Additional information can be viewed in the AGID Cloud Marketplace. https://cloud.italia.it/marketplace/service/12
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How to take your first steps

This chapter describes the basic steps to start using the platform.



	Necessary steps

	Accreditation Process

	Completing the Organisational Levels

	Activate Users

	Check VPCs

	Check Security Group

	Creating Services
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Necessary steps

In order to start using the Nivola platform, you need to follow the steps below.



	Accreditation Process


	Completing the Organisational Levels


	Activate Users


	Check VPCs


	Check Security Group


	Creating Services







[image: ../../_images/Primi_Passi.png]



Accreditation Process

In order to use the services exposed by the Nivola platform, it is necessary to be accredited according to the following process:


	Contact your reference account or go to the Contacts section accessible from the site www.nivolapiemonte.it. Once the contract or the use of the service in “Demo” mode has been activated, the Nivola Support Team will contact the customer’s reference account to proceed with the creation of the first access credentials.


	After receiving the official registered offer, proceed with issuing an order to CSI-Piemonte.


	Approve and commit the amount in the offer by means of a decision.


	Please send the documentation by PEC to protocollo@cert.csi.it, indicating in the subject line of the email:






	Activation of Nivola Services.


	Protocol number on the offer.


	Name of organisation.








	Please indicate a contact person who will be contacted by our support service for technical details. If the person to be contacted in the event of a security incident is different from the person indicated above, a different contact person must be identified in accordance with the latest data breach regulations.




These aspects are set out in the service user manual and in the general terms and conditions, where you can find more details and information, including on the termination of the service. Should this occur the ISC undertakes to make its data available to the Customer and subsequently to delete them.

[image: ../../_images/Richiesta_accredito.png]
At the end of the application phase you will receive an e-mail from the Support Team informing you of your first accreditation. In this way the user will be able to check the organisational structure modelled by Support and grant further accreditations.




Completing the Organisational Levels

The platform consists of three organisational levels, the one hosting the services being the account. If the account has not been defined by the support, before creating it it will be necessary to identify or create a Division on which it depends. The presence of the Organisation and the Division are necessary conditions for the generation of the account.




Activate Users

After having set up the organisational structure, it will be possible to indicate to Nivola the users associated with roles which, at each level, will be able to act on the objects with specific tasks.




Check VPCs

After creating the account and associating the users with the correct organisational profile, the correct configuration of their VPCs (Virtual Private Cludes) must be checked. Within their VPCs, users can manage and configure their own resources. The VPC guarantees the necessary isolation between the various organisations.




Check Security Group

Nivola provides some pre-configured SGs, but it is possible to modify their rules or create new SGs according to specific needs. “It is therefore important to check them and eventually modify or integrate them before starting to create the Services. In any case, it will always be possible to modify the security rules even after the Services have been created, but it is not possible to move a Service from one SG to another after it has been created. In this case it will be necessary to destroy the Service and recreate it in the correct SG.




Creating Services

After completing the above steps, you can start creating services via the Service Portal menu. The creation process is always guided through a creation wizard. The process can always be interrupted before the final confirmation and you can directly access this guide for more information.
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The Service Portal


	What is SP


	Access to the Service


	User interface




What is SP

The Nivola Service Portal (NSP) constitutes the Reserved Area for customers and integrates in a web interface all the functionalities offered by the platform. It provides the full range of functions designed to create, control and manage your own cloud services independently.
Through a set of simple and intuitive graphical wizards, all the services offered by Nivola can be used by users, even those without specific technical skills. The user can constantly monitor the status of resources through integration with monitoring dashboards, information and reports on costs and consumption, can create new services and communicate with the Nivola Support Center using different communication channels.

Access to the Service

from the following authentication systems:


	SPID


	CIE - Electronic Identity Cards


	TS-CNS - Health Card System


	PSNet


	Piedmont system




Regardless of the authentication system chosen by the user, the Nivola Service Portal will proceed to


	redirect the user to the correct Identity Provider for verification of credentials


	obtain the user’s tax code


	authorise access to the Nivola platform according to your profile




This is the window that is presented to the user when logging in:


[image: image0]




Depending on the type of customer, the user can choose between


	Company


	PA, for Public Administration customers


	CSI Piedmont staff





	It is possible to access using SPID credentials or Piedmont system for public administration.





[image: image1]





	PA. It can be accessed using SPID or RUPAR credentials.





[image: image2]




User interface

After l’autenticazione user is presented with their own personalised Home Page. The content displayed depends on the user’s role in the system.

The User Home Page is divided into 3 distinct sections

1 – Status bar

[image: image3]

It is located at the top of the system and indicates which user and which profile the user is logged into the system with.

If the user has other associated roles, he can change the profile under which he acts within the system. By pressing on

[image: image4]

The “Change profile” menu is presented, with which the user can change his profile

[image: image5]

[image: image6] Allows the user to contact support via chat.

Press instead [image: image7] to access Nivola’s online documentation.

To exit the system and close the work session press the symbol  [image: image8]

2- Menu navigation

The left-hand side menu contains the list of services that the user can consult and use according to his profile.

The navigation menu consists of several sections according to the type of services.

The first section

[image: image9]

allows access to all the information material on Nivola via “Documentation”, allows contacting assistance via “Assistance” and to have the details of news and information on the platform via “News”.

The “Tools” section

[image: image10]

It contains the menu items for accessing the tools offered by the platform to its users. For example, the monitoring consoles or log display systems can be accessed from here.

The “Services” section is the menu of the services offered by the Nivola platform. In this item the user will find the list of all the services on which he can operate within Nivola to create his own Cloud resources.

[image: image11]

In the “Administration” section all those items are made available that allow the user to manage, according to his profile, user profiling and accreditation, or he can view the details of his organisational structure and access the pages detailing the costs and consumption of his Cloud.

[image: image12]

3 - Home Page

This is the initial page presented to the platform user. It is composed of a set of dynamic dashboards displayed by default according to the profile with which it is accessed. Through this home page the user can see a summary of consumption and the status of their services and consult the latest news published.

[image: image13]

The Home Page is customisable by the user, who can set the display and layout of the dashboards according to his preferences or priorities.

To activate the Home Page edit mode, press

[image: image14]

At this point it will be possible:


	Disabilitare la visualizzazione di una dashboard. Per fare questo
premere il simbolo evidenziato presente nella dashboard che vi vuole
non più visualizzare in quanto non di interesse




[image: image15]


	Disable the display of a dashboard. To do this, press the highlighted symbol on the dashboard that you no longer wish to view as it is of no interest.


	Move the dashboard within the HomePage frame. To do this, hold down the mouse on the blue bar of the dashboard and move it within the workspace. Release the mouse once you have defined the new position.




To confirm changes to the layout and make the personalised home page effective, press

[image: image16]
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How to

In this section you will find a series of tutorials to get you started right away with the platform, through the portal.



	Managing a User
	Create User

	Accredit User

	Verify User Credits

	Revocare Utente





	Creare Account

	Lavorare con Virtual Machine
	Creare Virtual Machine

	Accedere alla Virtual Machine

	Gestire Virtual Machine

	Cancellare le Virtual Machine

	Creare o Cancellare chiavi SSH

	Modificare il tipo della Virtual Machine





	Lavorare con il Database as a Service
	Creare istanze del Database as a Service

	Gestire le istanze e utenti di un DBaaS

	Cancellare un’istanza Database as a Service

	Come accedere al Database as a Service





	Servizi di rete
	Creare un Security Group

	Gestire regole del Security Group

	Template di Sicurezza

	Creare un VPC





	Lavorare con lo Storage as Service
	Creare lo Storage as Service

	Gestire lo Storage as Service





	Come comunicare con internet

	Come abilitare la VPN

	Gestione Password Fornitori Esterni

	Strumenti Monitoraggio e Log
	Monitoraggio

	Log





	Consultare costi e consumi

	Come attivare il Supporto
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Managing a User

These are the functions for managing the user lifecycle in the Nivola Portal.



	Create User

	Accredit User

	Verify User Credits

	Revocare Utente
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Create User

The Create a User function can be activated mainly in these two ways:


	From the left-hand side of the screen, click on the label Register New User in the Administration group





[image: ../../_images/Utente_innesco_damenu.png]




	From the Registered Users list, press the





[image: ../../_images/Utente_pulsante_add.png]



In both cases, after activating the function, fill in the form presented by the system indicating: Fiscal Code, Name, Surname and the type of access and then press the REGISTER USER button.


[image: ../../_images/Utente_form_crea.png]



There is an option, exclusively for users of the csi domain, in which autoregistration is possible.
The user, if the data entered is correct, will be generated and then available for l’ Accreditamento
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Accredit User

The U